
ObserveIT video replay provides concrete answers to:

Who is responsible for configuration and data modifications?

What actions were performed by a specific user on a server, 
application or file?

Where and when were similar actions taken?

How can I prevent these errors and breaches from occurring again?

Is all user activity in compliance with corporate policy?

ObserveIT gives you visibility into all window sessions, whether they are remote access, console access 

or any other window session activity. With support for Terminal Services, Citrix, Remote Desktop, 

PC-Anywhere, VNC and NetOP, ObserveIT is agnostic to protocol and to client application. 

In addition to capturing all screen activity for each user action, ObserveIT 

extracts meta-data on the state of the OS and the application in use, 

enabling precise identification of user actions and impact. No matter what 

method of user access, all activity can be searched and replayed in a 

single unified view.

With so many fingers on your servers, are you losing touch?
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Built With the Enterprise in Mind

ObserveIT is designed from the ground up to be 

deployed in multi-server enterprise environments. 

By answering the needs of the most sensitive and 

high-volume server platforms, ObserveIT delivers 

an effective solution for System Administration, 

Compliance and Security.

 Total Coverage

 

 Scales to thousands of servers

 Policy-Based, Event-Driven Recording

 Comprehensive Reporting and Searching

 Robust Security Architecture

 Integrates with MOM, CA Unicenter

 Deployed globally across Financial 
 Services, Government, Telecom, Healthcare 
 and Insurance



System Administration

Visual Drill-down Troubleshooting

By facilitating immediate troubleshooting using 

searchable meta-data and full session 

recordings, ObserveIT dramatically reduces 

mean time to repair and increases server 

uptime. No more endless log file browsing. No 

more finger-pointing among IT, applications 

groups and 3rd party providers. No more 3AM 

administrator wake-up calls. 

Benefits

 

 Reduce Mean-Time-to-Repair 
 and Server Downtime

 Expose server activity  that is hidden 
 and anonymous today

 Leverage IT expertise to avoid 
 repetition of errors

 

Compliance

Audit all remote access of privileged vendors

With ObserveIT’s total application coverage and 

policy-based recording, Compliance 

Enforcement enjoys total visibility and control 

of remote access. No matter who the users are  

– vendors, consultants, offshore and internal 

development teams – you are assured of 

effective controls and a thorough audit trail. 

ObserveIT provides a unified view of all server 

access, meeting internal and external 

compliance requirements for HIPPA, 

Gramm-Leach Bliley, Sarbanes-Oxley, US Patriot 

Act, SEC rules 17a-3 & 17a-4 and NASD rules 

3010/3013.

Benefits

 

 Reduce documentation and auditing costs 
 and efforts with automated data collection

 Unified data view provides details for all 
 users, for all servers and for all activities 

 Granular data capture including 
 Collaborative Applications, Document and 
 Spreadsheet access down to the specific 
 word or cell level, and CRM/ERP actions

 Video replay eliminates any possible doubt 
 regarding specific action

 

Security

Instant replay of any breach in system security

ObserveIT provided the unmatched benefit of 

window session instant-replay, directly from 

within your existing network and security 

management tools. By putting a visual face on 

every flagged event, you can pinpoint weaknesses 

and identify the breaching party.

Benefits

 

 Unequivocal video proof of user 
 activity serves as deterrent to security 
 policy violators

 Pre-empt harmful activities with visibility 
 and alerting 

 Augment existing enterprise IT ecosystem 
 and network security tools

 



See the details of each user action, showing the 
exact activities, even without viewing the video.

Search and drill-down by user, application, 
date, or resources used.

Playback window can replay all activity in the window.  
Smart navigation to jump to specific user action.
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People audit

Enterprise-Scale Console and Terminal

Window Session Recording

Screen Recording Audit trail - of any configuration change performed on servers and computers 

ObserveIT Viewer - Replay any recorded session, with full visual reenactment. Play/Pause/FF/Rew just as 

you do with any DVD player or media viewer

Support all methods of access - Capture every remote and console window session, including Citrix, RDP, 

ICA, Terminal Services, VNC, PCAnywhere and NetOP

 

Policy Base Monitoring - Focus your recordings on selected applications, users or resources modified

Cross-server Drill-down Reports - Unify reporting of application usage, user activity, and server access, 

with data aggregation and granularity

Assures user accountability - ObserveIT Identification Services identifies the actual user, even when using 

generic admin/Administrator login names

 

Searchable meta-data - Find sessions according to any keyword, application screen or file name 

Context Sensitive Search - One-click access from any application window provides a full audit trail of all 

activity for this application

Sticky Note Annotations - After achieving problem resolution, prevent future reoccurrences by adding 

Sticky Notes to any application window or server. The Sticky Note appears upon any future access

Highly compressed format - 1000 monitored servers = 25 GB of database storage per year 

Efficient data capture - Idle time during a session when the user is not actively working is not recorded. 

Not only does this approach result in less database storage, it allows sessions to be reviewed quickly as 

only relevant actions are displayed 

Digital signing and encryption - All recorded sessions are protected against tampering 

Web Console - Intuitive web based interface for troubleshooting, searching, video replayand administration

About ObserveIT

Established in 2005, ObserveIT Inc. focuses of developing ingeniously easy-to-operate tools that simplify 

the business of troubleshooting and monitoring server and workstation activity across the enterprise. 

Founded by System Administrators with years of IT Management experience and the frustration of 

user-initiated server downtime, we believe in simplicity of solutions and visibility of user activity. ObserveIT is 

a privately held company with offices in Albany, NY USA and Tel Aviv, Israel.

info@observeit-sys.com

www.observeit-sys.com

Features

ObserveIT Inc.
25 St Agnes Lane
Albany, NY 12211 USA
T. (518) 433-9174

ObserveIT Ltd.
5 HaArad Street
Tel Aviv, Israel
T. +972-50-4444567



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




